WEST YORKSHIRE FIRE & RESCUE AUTHORITY.
JOB DESCRIPTION.
POST TITLE:


Information Governance Manager.
GRADE:


Grade 8.
RESPONSIBLE TO:

Head of Corporate Services.
RESPONSIBLE FOR:
Information Management Assistant Grade 6.
PURPOSE OF POST:
The postholder will support the Head of Corporate Services in the development and management of effective and robust Information Governance and Information Management systems and procedures for the Authority. In particular, they will have responsibility for delivery of an Information Governance Framework that enables the Authority to meet its significant statutory and legal obligations in respect of Information Governance, including Information Security, Information Compliance (eg Data Protection, Freedom of Information), Information Sharing, Data Quality and Assurance and Information Management. 
MAIN DUTIES AND RESPONSIBILITIES.
1. Take a lead role in the management of all aspects of Information Governance within the Authority; working within a number of frameworks concerning compliance, information governance, best practice and legislation  e.g. West Yorkshire Information Governance Framework, International Information Security standard ISO 27001; HMG Security Policy Framework.

2. Establish, co-ordinate and maintain the Authority’s Information Governance and Security Group, the Corporate Information Management Group and other relevant groups required to support the Information Governance agenda.

3. Work with the Information Governance and Security Group in developing the overarching Information Governance Framework and in particular taking a lead role in the development of the Authority’s Information Governance Strategy and Policy and associated action plans, covering all areas including information security, data protection, confidentiality, freedom of information and information management.

4. Development of all Authority Information Governance, policies, procedures and guidance, for approval by Management Board, or the appropriate Authority committees as required, and ensure effective implementation across the Authority.

5. Monitor Information Governance performance measurement criteria and indicators to ensure achievement of the Information Governance Strategy and Framework and to report findings to the Authority’s Information Governance and Security Group, Management Board and Authority Committees as appropriate.

6. Communicate with the Information Commissioner’s Office and ensure that the personal information of employees, members and service users is dealt with legally, securely, efficiently and effectively in order to deliver the highest standards of service.

7. Maintain a high level of expertise in Information Governance issues through research, liaison with Information Governance colleagues from the other Fire and Rescue Services and Local Authorities and partner agencies, including attendance at regional Information Governance/Information Management meetings, and attending other local, regional and national Information Governance/Information Management meetings on behalf of the Authority and reporting back on relevant developments and issues.

8. Provide strategic advice across the Authority on all areas of Information Governance including advice and guidance to departments on the retention and disposal of paper and electronic records. In liaison with the ICT department ensure that policies for the storage of records are developed utilising new technologies where appropriate.
9. Provide support to the Deputy Data Protection Officer (Head of Corporate Services).
10. Carry out regular review of policies and procedures to ensure compliance with major regulatory changes and IG developments, such as the General Data Protection Regulation, relevant Government policy/legislation and the NHS Data Security and Protection Toolkit. Protect the integrity of valuable information assets, including compliance with ISO 27000 standards. Conduct data protection impact assessments. 
11. Ensure all aspects of the General Data Protection Regulation (GDPR) requirements are monitored and embedded throughout the Service.

12. Ensure that the Authority’s approach to information handling is compliant with legislation and best practice guidance and that it is communicated to all staff and made available to the public where appropriate.

13. Maintain an awareness of the regulatory environment, and how this affects current and future expectations of a Fire and Rescue service regarding responsibilities for information management.

14. Develop, maintain and manage an Information Governance and Security intranet site to support the relevant Authority frameworks, raise awareness, provide topical learning opportunities and house the Information Security Management System (ISMS).

15. Establish, implement, monitor and review the Information Security Management System (ISMS) aligned to ISO27001 working closely with colleagues from the ICT department to ensure that all policies, procedures and controls are fit for purpose and conform to the international standard, current regulations and best practice.

16. Support the development of controls across all the Information Governance Framework strands, ensuring that self-assessments are carried out, actions identified and an improvement plan developed and implemented and appropriate reporting processes are in place.

17. Work in conjunction with the Senior ICT Manager, the IT Manager and the Information Security Officer to ensure the Authority’s electronic information systems facilitate the appropriate, effective and secure use of information resources in line with Information Security standards particularly ISO27001 and that reports on information security assurance issues are provided to the Information Governance and Security Group.

18. Be responsible for the undertaking of an Authority-wide gap analysis between the FRS Protective Security Strategy requirements and current controls.  To co-ordinate the monitoring and progression of the required actions. 

19. Evaluate the impact of Authority-wide information security proposals on existing arrangements.

20. Investigate Information Governance issues including information governance related incidents; provide expert strategic advice and assistance as required, and preparing any subsequent report and communication with the Information Commissioner’s Office.

21. Development of an Authority-wide Freedom of Information policy and systems designed to ensure that the Authority fully complies with all aspects of the Freedom of Information Act 2000; and establish mechanisms to provide regular reports to MT and the Information Governance and Security Group.

22. Manage the Authority’s Data Protection policy to ensure that it maintains compliance with Information Governance requirements and the regulatory environment.

23. Co-ordinate, implement, monitor, review and manage the Authority’s Publication Scheme and advise on the content, management system and method of access ensuring the scheme’s accuracy and completeness through liaison with key stakeholders. Provide advice and guidance to ensure that the Authority's Intranet and Internet presence achieve the maximum possible compliance with the regulatory environment.
24. Provide professional and expert advice and guidance to Senior Managers and departments when required on the sharing of information, which may be very sensitive, complex, personal and/or business critical in nature, with other individuals and organisations. Also, provide guidance on cross-over areas between the governance and security frameworks to avoid duplication of effort and provide effectiveness and efficiency for the Authority.
25. Provide strong and visible leadership, acting as a positive role model to all managers and staff, demonstrating high levels of integrity, transparency and personal effectiveness.

26. Carry out various complex projects in support of Corporate Services departmental priorities as requested by the Head of Corporate Services
27. Contribute to the development of training and awareness materials and the development, delivery and monitoring of the Information Governance and Protective Security training programme for all staff utilising e-learning where appropriate.
28. Manage and supervise the Information Management Assistant on a day-to-day basis, including ensuring that appropriate staff development is in place.

29. Undertake duties of the post in compliance with all relevant Authority policies including health and safety, data quality and equal opportunities policies.

Second area:

1. To Implement and promote the Authority’s policies including:

a) Health and Safety policies

b) Equality and Diversity policies

c) Information Security Management System policies

d) Safeguarding policies

e) Business continuity policy and contingency arrangements.

2. To demonstrate and uphold the service values and to promote the organisation in a positive manner.

3. Ensure functions can be maintained when disruptive events occur through the implementation of arrangements specified in the business continuity strategy/policy.

4. Responsibility for ensuring any data produced in relation to the post is accurate and current. 
5. Responsibility to ensure full compliance with the General Data Protection Regulation and Data Protection Act 2018 and to ensure data security is maintained.

6. Undertake any other duties commensurate with the grade of the post as directed by line management.

PERSON SPECIFICATION.
	
	Experience.

	Essential/

Desirable
	Source

	1
	Considerable experience of working in a relevant information governance related role.
	Essential
	Application & Selection Process

	2
	Develop and advise on Information Governance Policy matters.
	Essential
	Application & Selection Process 

	3
	Considerable experience of production of detailed reports and/or statistics where accuracy is essential.
	Essential
	Application & Selection Process 

	4
	Considerable experience of leading, managing and motivating others.
	Essential
	Application & Selection Process 

	5
	Experience of successfully managing and delivering complex projects and framework  compliance within a complex organisation and within tight timescales.
	Essential
	Application & Selection Process 

	6
	Experience of effective use of project management methodology and record keeping.
	Essential
	Application & Selection Process 

	7
	High level experience of working with Access to Information legislation and handling complex requests for information. 
	Essential
	Application & Selection Process 


	
	Education and Training.
	Essential/

Desirable
	Source

	8
	Educated to degree level in a relevant discipline.
	Essential
	Application & Selection Process 

	9
	Specialist qualifications in information governance related topics for example but not limited to; Information Security, Information Risk Management, Data Protection, Freedom of Information, Records Management, ISEB or comparable experience
	Essential
	Application & Selection Process 


	
	Special Knowledge and Skills.
	Essential/

Desirable
	Source

	10
	In depth knowledge and understanding of complex legislative information governance issues including the General Data Protection Regulation.
	Essential
	Application & Selection Process 

	11
	High level working knowledge of information governance best practice standards and effective implementation.
	Essential
	Application & Selection Process 

	12
	A high level of oral and written communication skills.
	Essential
	Application & Selection Process 

	13
	High level ability to chair, plan, co-ordinate and positively contribute to meetings with senior management or other stakeholders.
	Essential
	Application & Selection Process 

	14
	High level ability to research and prepare reports on various issues for various audiences.
	Essential
	Application & Selection Process 

	15
	High level ability to use MS-Office and other ICT applications to a high level of proficiency.
	Essential
	Application & Selection Process 

	16
	Strong analytical and problem solving skills.
	Essential
	Application & Selection Process 

	17
	Ability to work unsupervised and self tasked.
	Essential
	Application & Selection Process 

	18
	Ability to regularly work to tight deadlines with effective time management skills providing high quality outcomes.
	Essential
	Application & Selection Process 

	19
	High level ability to communicate with staff at all levels and form effective internal/external relationships.
	Essential
	Application & Selection Process 

	20
	High level organisational skills.
	Essential
	Application & Selection Process 

	21
	High level ability to analyse and interpret complex data and reach robust conclusions.
	Essential
	Application & Selection Process 

	22
	High level ability to work strategically. 
	Essential
	Application & Selection Process 

	23
	Demonstrate an understanding of the importance of equality and diversity to WYFRS as an employer and service provider.
	Essential
	Application & Selection Process 

	24
	Demonstrable commitment to ensuring good data quality in all aspects of work.

	Essential
	Application & Selection Process 

	25
	Demonstrate an understanding of and ability to implement Health & Safety at work.
	Essential
	Application & Selection Process

	26
	Hold and maintain a current driving licence.
	Essential
	Application & Selection Process
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