WEST YORKSHIRE FIRE AND RESCUE AUTHORITY.
JOB DESCRIPTION.

	POST TITLE:
	Information Governance Assistant.

	GRADE:
	Grade 2.

	RESPONSIBLE TO:
	Information Governance Manager.

	RESPONSIBLE FOR:
	None



	PURPOSE OF POST: 
	To ensure effective information governance activities are achieved in accordance with legislation ensuring compliant personal data, information, and records across the Service.


MAIN DUTIES AND RESPONSIBILITIES:
First Area:
1.
Adherence to the Information Commissioner’s Office requirements to ensure compliance with the Data Protection Act 2018, UK General Data Protection Regulation, Freedom of Information Act 2000 (including FOI exemptions), Environmental Information Regulations 2004, Article 33 data breach and mandatory 72 hour data breach reporting.

2.
Receive and respond to Freedom of Information and Data Protection requests including meeting deadlines according to legislative requirements and ensuring effective records maintained.
3.
Co-ordinate with colleagues and respond to Freedom of Information within statutory timescales including ensuring appropriate exemptions are applied in accordance with legislation.
4.
Receive, prepare and complete Subject Access Requests making decisions to adhere to legislation including redacting information which is not to be released and dealing with sensitive and distressing information whilst maintaining confidentiality and complying with legislative timescales.

5.
Provide technical and compliance/legal advice and guidance to staff and managers on Freedom of Information and Data Protection matters.
6.
Support staff and managers to complete Data Protection Impact Assessments and Privacy Notices and provide advice on issues relating to the use and processing of personal data.

7.
Support staff and managers in the investigation of information security incidents, advising on actions to recover data and assess the impact of any loss to individual data subjects and advising on mitigation and remedial measures.
8.
Ensure records are catalogued and stored appropriately, securely, and confidentially in the Service’s Archive ensuring only authorised access to records and maintaining records of archive access.

9.
Ensure archived records are kept secure and in compliance with legislative requirements in accordance with the Retention Schedule.

10.
Maintain the Service’s Archive records manually and computerised ensuring regular reviews and updates are carried out, providing advice and guidance to staff and managers regarding records management.

11.
Support the delivery of training/workshops for staff and managers including delivering some content.
12.
Create and manage databases to record accurate and confidential data and enable interrogation of information and creation of reports.
13.
Use a range of IT systems and databases to produce a range of highly accurate letters, emails, reports and other correspondence.
14.
Co-ordinate the activities of the Information Governance and Security Group and the Corporate Information Management Group including formulating electronic agendas, booking attendees and rooms, preparation and circulation of minutes and preparing action logs.
15.
Provide and manage the timely receipt and actioning of requests for information received via the website using own initiative.
16.
Scan documents ensuring quality control and accuracy.
17.
Deal with telephone and email enquiries, both internal and external, relating to Freedom of Information requests, Subject Access Requests, information security and archive records management etc.
18.
Assist in the design, creation and maintenance of corporate document management system.

19.
Assist in the design, creation and maintenance of appropriate information logs and audit trails.

20.
Conduct regular website auditing to ensure that information published on the website is current and accurate.
21.
Carry out access permission audits of information held within the team to ensure only those permitted have access and ensure that other departments carry these out on a quarterly basis.
22.
Ensure the Transparency site on the website is updated regularly including contacting departments to provide information to be published, check information for accuracy and security.
23.
Provide support and maintenance of the Publication Scheme including document creation and re-formatting and ensuring accurate information.
24.
Ensure all records are maintained confidential and secure and prepare accurate reports for a variety of audiences.
25.
Manipulate data to produce statistics including interrogation of databases and creation of regular and timely management reports.

26.
Carry out research on various matters and prepare reports reaching robust conclusions.
27.
Maintain and assist in the development of information governance policies, procedures and guidance and systems to support statutory compliance.
28.
Maintenance of the Information Asset Register providing advice and assistance to departments to ensure accurate records.
29.
Responsible for ensuring any data produced in relation to the post is accurate and current.

30.
To implement and promote the Authority's Equality and Diversity policies and adhere to the Authority’s Health and Safety policy. 

31.
Participate in training activities as specified.

32.
Any other duties as required, commensurate with the grading of the post.
Second Area:


To implement and promote the Authority’s policies including:

a. Health and Safety policies

b. Equality and Diversity policies

c. Data Quality Policy

d. Information Security Management System policies

e. Safeguarding policies

f. Business Continuity Policy and Contingency Arrangements

g. Protective Security Policy.
In order to be shortlisted for the post you will need to demonstrate your ability to meet the requirements of the job by giving clear, concise examples of how you meet each criteria on your application form. You will only be shortlisted from the details in the application form if you meet all Essential criteria, i.e. items you must be able to do from day one to be able to do the job. If a large number of applications are received, only those who also meet the Desirable criteria will be shortlisted, i.e. criteria you need to do the job, but which could be learnt during training.

There may be some criteria that are identified through ‘Interview’ only. You will only be assessed on these criteria during the interview process and not from your application form.
PERSON SPECIFICATION.
	 
	Experience.
	Essential/ Desirable.
	Source.

	1 
	Extensive experience of word processing systems and keyboard skills.
	Essential
	Application.

	2
	Extensive administrative experience in an office environment.
	Essential
	Application/interview

	3
	Extensive experience of MS products ie. Excel, Word, Outlook, Office 365 and the ability to use bespoke IT systems to manage workloads.
	Essential
	Application

	4
	Experience of MS SharePoint.
	Desirable
	Application/interview

	5
	Experience of data capture to produce accurate statistical information.
	Essential
	Application/interview

	6
	Ability to exercise a high level of initiative, tact, discretion and diplomacy, and experience of dealing with sensitive and confidential information.
	Essential
	Application/interview


 

	 
	Education and Training.
	Essential/ Desirable
	Source

	7
	Must demonstrate a good standard of education and be both numerate and literate.
	Essential
	Application/interview

	8
	Qualified to, at least, RSA/OCR Typewriting Stage III or equivalent level word processing qualification.
	Desirable
	Application/interview

	9
	Freedom of Information/Data Protection qualification. 
	Desirable
	Application/interview


	 
	Special Knowledge and Skills.
	Essential/ Desirable.
	Source.

	10
	Ability to work effectively with other team members to ensure tasks and projects are completed to exacting standards whilst considering risks to personal data.
	Essential
	Application/interview

	11
	Good organisational skills to effectively handle the work of the department.
	Essential
	Application/interview

	12
	Ability to work flexibly in relation to the needs of the post.
	Essential
	Application/interview

	13
	Ability to work under high levels of pressure to tight deadlines.
	Essential
	Application/interview

	14
	High level of written and oral communication skills to deal with internal and external stakeholders.
	Essential
	Application/interview

	15
	Ability to analyse and interpret data and reach robust conclusions.
	Essential
	Application/interview

	16
	Demonstrate a high level of accuracy in all areas of work.
	Essential
	Application/interview

	17
	Knowledge of Freedom of Information and Data Protection legislation.
	Essential
	Application/interview

	18
	Demonstrate commitment to ensuring good data quality in all aspects of work.
	Essential
	Application/interview

	19
	Commitment to providing excellent customer service both internally and externally.
	Essential 
	Application/interview

	20
	Demonstrate commitment to and understanding of Equality and Diversity.
	Essential
	Interview

	21
	Ability to work independently, use own initiative, organise own workloads and make decisions.
	Essential
	Application/interview

	22
	Ability to produce accurate minutes.
	Essential
	Application/interview
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