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Other land and buildings comprises £75m of specialised assets 

such as fire stations, which are required to be valued at 

depreciated replacement cost (DRC) at year end, reflecting the 

cost of a modern equivalent asset necessary to deliver the same 

service provision as existing buildings. 

The Authority’s buildings portfolio includes 40 fire stations and a 

number of other assets including the the Service Delivery Centre 

at Bramley (control centre), the Oakroyd Hall headquarters site 

(clerical use) and surrounding buildings includes the Supplies 

and Transport building and Headquarters Training Centre. All of 

these buildings have been considered to be specialised in nature 

by management and their external valuation expert, and 

therefore have been valued using the depreciated replacement 

cost approach.

The land portfolio, comprising the land on which the fire stations 

and other buildings are sited, has been valued on the existing 

use basis with reference to open market comparables from the 

West Yorkshire area.

The Authority has engaged Avison Young to complete the 

valuation of properties as at 31 March 2024 on a five yearly 

cyclical basis. In the draft accounts all land & buildings were 

revalued during 2023-24 as disclosed in the revaluations table 

shown at Note 14. The valuation reference date is 31 March 

2024 which is coterminous with the accounting year end.

A total of 13 buildings (£26.7m) have been physically inspected 

and valued in year. The remainder of the buildings have been 

valued on a desktop basis. It is noted that the Authority opted to 

increase the number of buildings to be fully valued in year from 8 

to 13 with a corresponding increase in the valuation coverage 

across the population from £11m to £26.7m. This revision to the 

full valuations was made on the basis that this is our first year of 

audit and we note this exceeds the minimum Code requirement 
to have land & buildings fully revalued at least once in five years.

We have:

• evaluated the design effectiveness of controls in place around the valuation

• evaluated management's processes and assumptions for the estimate, the 

instructions issued to the valuation experts and the scope of their work

• evaluated the competence, capabilities and objectivity of management’s 

valuation expert (external RICS-registered valuers), concluding that they are 

competent, capable and objective

• evaluated the challenged the information and assumptions used by the valuer 

to assess completeness and consistency with our understanding & written to 

the valuer to confirm the basis on which the valuation was carried out

• tested revaluations made during the year to see if they had been input 

correctly into the Fire & Rescue Authority’s asset register

• reviewed the assumptions used by the expert in the calculations, including the 

accuracy of internal floor areas. We agreed, on a sample basis, the internal 

floor areas to electronic floorplan records held by the estates surveyor

• for land valued on the existing use value (EUV) basis, obtained local market 

comparables to assess the appropriateness of land values selected by 
management’s expert and used in the valuation calculations

• reviewed the completeness and accuracy of the underlying information used 

to determine the valuation estimate

• considered the valuation basis and method used to revalue assets, and 

ensured that the method is suitable for the type of land or building

Our valuation testing of floor areas to property records & AutoCAD drawings 

identified discrepancies in source data provided to the valuer, with a large range 

of percentage variances identified which were not deemed sufficiently reasonable 

for an extrapolation to be reliably estimated to determine the valuation impact. It 

was agreed with management that all gross internal areas would be remeasured 

and the updated data provided to management’s expert value to assess any 

monetary impact on the closing valuation of buildings. 

Management’s valuer determined that the reviewed gross internal areas would 

lead to a decrease of £3.1m in the closing valuation of buildings. This has been 

adjusted for by management since material. This adjustment is set out on page 

41 of this report.
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LGPS Net 

pension 

surplus 

£5.6m 

(draft A/cs)

£nil (final 

A/cs)
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Firefighters 

pension 

scheme 

liability 

£1.14bn

(Prior year: 

pension 

liability 
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Assessment Issue and risk Recommendations



Green

Inappropriate access to configure and delete audit log in production 

During our review, we noted that twelve (12) users had the ability to both 

configure and delete audit logs via SAP T-Codes SM19 and SM18, 

respectively. These users were understood to be IT officers from the BASIS 

and HD-One teams. 

Risk

Access to audit log configuration (via SM19) within SAP gives users the ability 

to create, modify or delete audit logs owned and configured by other users. 

Where this ability is not appropriately restricted, audit logs may not be 

sufficiently maintained. Sufficient logs may not be available in the event of 

investigations for error or fraud detection.

Management should segregate a user’s ability to configure (SM19) and delete (SM18) 

user security event logs within production. We also recommend the management also 

review the assignment of this access. Where possible, limit users with these privileges 

assigned to members of the System Support and related service teams.

Any users that do not require these privileges in an ongoing manner to perform their job 

role should have this level of access removed. If for operational reasons access cannot 

be fully segregated, alternative options to mitigate the risk could include usage of 

Firefighter accounts with a set validity period based on formal approvals.

Management response:

HD One and the Basis team require elevated access which, as part of the application, 

gives them access to SM18/SM19. SM19 is an integral part of this elevated access; it 

cannot be segregated from SM18; to do so would prevent them carrying out their jobs. 

The number of staff with this access has been reduced to the smallest number 

possible. All access is logged within SAP as standard, and this will be reviewed 

periodically with the teams concerned. It is also available for internal audit if required. 

We have reasonable and proportionate controls in place to manage this risk. 



Green

Segregation of duties conflicts between SAP change develop and 

implementer access

During our audit, a segregation of duties conflict was observed for the following 

users:

• SAPSUPPORT

• BYRNEC

These users were assigned SAP development key along with ABAP developer 

access in the development environment (via SAP T-Code SE38 or SE37 or 

SE80 or SE11 or SE11_OLD or SE13 or SE14) and transport access in the 

production environment (via T-Code STMS with S_TRANSPRT and RFC 

authorisations). We also observed that there was no proactive monitoring in 

place to verify the appropriateness of any developers also implementing their 

own changes.

We reviewed the TPALOG reports from both development and production 

environments and noted that there was no transport developed and import to 

production environment by same users during FY22/23.

Risk

The combination of access to develop changes and the ability to implement 

those changes in production is a segregation of duties conflict that could lead 

to an increased risk of inappropriate or unauthorised changes to data and 

programs being made.

Management should review this access assignment to ensure developers do not also 

have access to transport utilities in the production environment that would allow 

changes to be implemented.

Where management believes for operational reasons, this access cannot be fully 

segregated a risk assessment should be undertaken and other mitigating controls 

considered (i.e. periodic monitoring of changes to identify those with the same 

developer and implementer and verify appropriateness). 

Management response:

Please note, all development work is undertaken by a separate IT team and the BASIS 

team implements those changes. Transport keys are therefore essential to their roles.

The developer key for SAPSUPPORT has been previously removed. 

The SAPSUPPORT user has been removed in production and replaced by a distinct 

user (SAPPRODSUP) without transport authorisations. The user will be locked and 

delimited unless it is required. A screenshot of this new user’s role has been attached 

separately. 
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Assessment Issue and risk Recommendations



Green

Improvements to privileged generic account management

During our audit, we observed 3 generic dialog accounts that had 

privileged access within SAP. These three accounts were used by 

third party support consultants.

We noted that the activities performed via these generic accounts 

were not proactively monitored by management to ensure they were 

only used for approved reasons. 

Risk

Activities performed via shared generic accounts may not be linked to 

specific individuals, eroding accountability. Unauthorised transactions 

performed via these accounts may not be detected.

 

Management should consider performing an evaluation of the appropriateness and necessity 

of the generic accounts identified. This should include consideration of whether: 

• Activity could be performed through individually named users accounts with generic 

accounts reduced and only used for specific pre-approved activity; and 

• Accounts within the SAP application could be made into ‘SYSTEM’ user type, to allow 

them to run background jobs but not be directly accessible for login. 

• If accounts are obsolete or not-in-use and if they could be disabled or deleted. 

Where these controls will be owned / operated by external organisations management should 

consider disabling the accounts and only enable these accounts on need. Activities performed 

by the third parties should be monitored.

Management response

• These accounts are required contractually and used solely by trusted 3rd party support 

partners. All activity by these accounts is recorded in SM20 and available for auditing and 

review if required. The accounts are locked when not in use and access only granted by 

arrangement with the BASIS team which includes registration of the named consultant that 

will connect to the system. 

• As previously noted, we have reasonable controls in place to manage any risk associated 

with this item. 

Assessment 

 Significant deficiency – ineffective control/s creating risk of significant misstatement within financial statements and / or directly impact on the planned financial audit approach.

 Deficiency – ineffective control/s creating risk of inconsequential misstatement within financial statements and not directly impacting on the planned financial audit approach.

 Improvement opportunity – improvement to control, minimal risk of misstatement within financial statements and no direct impact on the planned financial audit approach.
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